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Advanced Adversary SSO Abuse 
 
The prevalence and efficacy of advanced adversary abuse of Single Sign-On (SSO) services has been 
steadily increasing over the past several years.  Telltale signs of adversary targeting arose years ago with 
a notable series of BGP hijacks impacting major SSO service provides and their infrastructure (e.g., 2020 
Rostelecom BGP hijacking incident impacting more than 200 CDNs and cloud providers), and since that 
time consistently larger waves of SSO abuse (e.g., Uber) provide evidence and speak to the growing 
maturity of actors’ capabilities in this domain. 
 
In August and September 2022, Red Sense observed a number of malicious devices broadly attacking 
prominent Western organizations’ infrastructure via advanced SSO probing and exploitation attempts, 
e.g. potential early abuse of recent Microsoft Exchange 0days. 
  

 
figure 1. advanced adversary attack vector 

 
These devices were noted as primarily conducting low and slow MFA bypass attacks against SSO 
chokepoints with broad targeting a mix of financial, government, and academia targets.  One such 
device, 52.55.50.201 was a compromised AWS machine running a reverse shell tor proxy. 
 

 
figure 2. tor proxy activity 
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Leveraging the tor proxy, low and slow MFA exploitation activity clearly impacted dozens of significant 
target organizations.  One such target is an undisclosed “University Medical Center”, see below.  
 

 
figure 3. low and slow MFA exploitation 

 
The targeted device hosts this organizations central authentication services (cas.<redacted>[.]edu) and a 
Duo security application integration.  (Note: this activity was tipped off to affected target organization as 
it was discovered). 

 

 
figure 4. Targeted central authentication services 

 
Chokepoints like centralized authentication services remain a critical target for adversaries; take note of 
the growing maturity of their (adversaries’) operational capabilities for SSO abuse and exploitation.  


