
• Threat actors potentially based in the far East, 
English fluent, professional negotiators

• Extortion for ransom with significantly higher 
victim pay rate 

• Actively targeting U.S. Healthcare (e.g., 
Fitzgibbon, Oakbend, and others)  

• Tor blog, HTTPS Exfil, ‘Daxin’ backdoor 
malware? (ref: CISA released Broadcom report)
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https://www.databreaches.net/mo-fitzgibbon-hospital-hit-by-ransomware-sensitive-data-leaked/
https://www.hipaajournal.com/oakbend-medical-center-suffers-ransomware-attack/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/daxin-backdoor-espionage

