DAIXIN TEAM HITS HEALTHCARE

« Threat actors potentially based in the far East,

English fluent, professional negotiators

« Extortion for ransom with significantly higher

victim pay rate

« Actively targeting U.S. Healthcare (e.g.,

Fitzgibbon, Oakbend, and others)

« Tor blog, HTTPS Exfil, ‘Daxin’ backdoor

malware? (ref: CISA released Broadcom report)
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DAIXIN Team

Here you can get links to:

Information compromised in the Data Breach includes names, dates of birth, medical

record numbers, patient account numbers, Social Security Numbers, 'Pll'), and medical and
treatment information (‘PHI"), The PIl and PHI that collected and maintained - the 'Private
Information.'Private Information can commit a variety of crimes including, e.g., opening
new financial accounts, taking out loans in, using to obtain medical services, using health
information to target other phishing and hacking intrusions based on their individual
health needs, using information to obtain government benefits, filing fraudulent tax
returns using information, obtaining driver's licenses in names but with another person's

photograph, and giving false information to police during an arrest.

Fitzgibbon Hospital - Missouri - fitzgibbon

- Tree

- Meditech table LabRequisitionDetails.csv.zip

- Meditech table Barlnsurances

- Table MmStockReqgs.csv.zip

- "Converted to PDF" directory

- Directory "Cancer Center Forms / SCANNED DOCUMENTS /" (Pl PHI)

- Full leak

$$S Daxin Team S$$%


https://www.databreaches.net/mo-fitzgibbon-hospital-hit-by-ransomware-sensitive-data-leaked/
https://www.hipaajournal.com/oakbend-medical-center-suffers-ransomware-attack/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/daxin-backdoor-espionage

