
OVERVIEW
Blackbasta is an active former-Conti staffed ransomware group that began organizing in late 2021 behind the 
dissolution of Conti’s centralized operations.  Active operations were first observed in spring and summer of 
2022, and there are several TTP similarities that carry forward from Conti to blackbasta operations: 

MALWARE
Post infection, the desktop background 
is changed, icons of encrypted files are 
replaced with black cube, and victims 
are presented with a ransom note.   

Both the .onion URL of the chat and the "company unique ID" are provided for the victim to use to 
access the negotiation chat.   

TARGETING 
Blackbasta is assessed as financial motivated and highly opportunistic, and initial victim verticals 
include construction, manufacturing, and healthcare fields.  According to DarkFeed, blackbasta has 
published details relating to 79, mostly U.S. victims.   

https://northwave-security.com/black-basta-blog/ 

https://bazaar.abuse.ch/browse/signature/BlackBasta/ 

https://www.securityweek.com/black-basta-ransomware-becomes-major-threat-two-months 

https://blog.malwarebytes.com/ransomware/2022/06/blackbasta-is-the-latest-ransomware-to-target-esxi-virtual-machines-on-linux/ 

https://intel471.com/blog/access-brokers-ransomware-relationship-growing 

https://www.securityweek.com/access-brokers-and-ransomware-service-gangs-tighten-relationships 

https://www.truesec.com/hub/blog/proxyshell-qbot-and-conti-ransomware-combined-in-a-series-of-cyber-attacks 
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R E F E R E N C E S

TLP : GR E EN

T1566:   Well-crafted phishing lures 
T1219:   Cobalt Strike beaconing (default base64 encoded ps1) 
T1059:   Recon, enumeration, and lateral movement via PowerShell 
T1482:    Kerberoasting
T1136:  Domain admin account creation 
T1003:   Credential dumping  
T1197:   Background Intelligence Transfer Service (BITS) jobs 
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