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Figure 1. Current published victims as of Sep 2, 2022 

HEALTHCARE  |  STILL RANSOMED
Since early 2022, leading security industry experts have made broad estimations that 
‘ransomware is on the decline’, but did they properly contextualize their data and findings?   
Given destabilization from the Russia-Ukraine conflict and tightening U.S. and EU law 
enforcement activities, ‘ransomware is on the decline’ proponents underestimate their 
adversaries’ motivations, resiliency, and abilities to support persistent criminal operations. 

This is daunting to diagnose at-scale across industries and verticals; however, industry specific observations 
offer evidence that the ransomware threats are still very real in the Healthcare sector. 

Industry specific observations offer evidence 
that the ransomware threats are still very real 
in the Healthcare sector. 
1. U.S. Healthcare targets continue to see heavy threat actor targeting in 2022



redsense.com T LP : GR E EN

2. What’s ‘not reported’, and ‘unmasked actors’ obscure the true actual size of the problem 

Bishop Eye Center (mass.gov) 

Carolina Behavioral Health Alliance (Wake Forest University and Baptist Medical Center) 

FPS Medical Center 

Kevin Wolf, DPM d/b/a Goldsboro Podiatry 

Memorial Hospital of Carbon County 

Molecular Pathology Laboratory Network 

OmniCell (mass.gov) 

OneTouchPoint (oag.ca) 

Onyx Technology 
Orthopedic Associates of Hawaii, All Access Ortho and Specialty Suites d/b/a Minimally Invasive Surgery of Hawaii 

Practice Resources, LLC 

Professional Finance Company 

Wheeling Health Right 

Yuma Regional Medical Center

3.European and International Healthcare is also ‘on fire’ in 2022 

a.Supply chain attack via Advanced software by unknown actors crippled U.K.’s NHS ‘111’ 
emergency services and risks millions of U.K. patients’ Carenotes Electronic Patient Record (EPR) 
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Figure 2. Advanced incident notifications (oneadvanced.com) 

https://www.bishopeye.com/2022-notice
https://ago.vermont.gov/blog/2022/07/01/carolina-behavioral-health-alliance-data-breach-notice-to-consumers/
https://media.dojmt.gov/wp-content/uploads/Consumer-Notification-Letter-339.pdf
https://www.mass.gov/doc/assigned-data-beach-number-27859-kevin-wolf-dpm-dba-goldsboro-podiatry/download
https://cowboystatedaily.com/2022/03/23/rawlins-hospital-hit-with-ransomware-attack-over-weekend/
https://ago.vermont.gov/blog/2022/08/04/molecular-pathology-laboratory-network-data-breach-notice-to-consumers/
https://www.mass.gov/doc/assigned-data-beach-number-28023-omnicell-inc/download
https://oag.ca.gov/system/files/EXPERIAN_i0799_BSCA_L01_SAS_0.pdf
https://www.onyxhealth.io/notice-of-data-breach/
https://oag.ca.gov/system/files/OAH-%20Sample%20Notice.pdf
https://oag.ca.gov/system/files/PRL%20-%20Sample%20Incident%20Notice%20-%20Submitted%20to%20Agency.pdf
https://www.prnewswire.com/news-releases/pfc-usa-provides-notice-of-data-security-incident-301579798.html
https://www.prnewswire.com/news-releases/cyberattack-on-wheeling-health-right-inc-results-in-data-breach-301505826.html
https://kyma.com/news/top-stories/2022/06/10/700k-yrmc-patients-impacted-by-data-leak/
https://www.theguardian.com/society/2022/aug/11/fears-patient-data-ransomware-attack-nhs-software-supplier
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b. Late 2021 set the stage, evident via Hive published chats with Spanish victim, of Center 
D'Odontologia Integrada Miret-Puig

c. International healthcare-related extortion and ransomware victims abound in 2022 

ProvinciaHospital Center Sud Francilien (LockBit, $10M) 
Benlaux group (unk, $2M ransom)   
l Health Authority of Messina (LockBit, .5M) 
Fatebenefratelli Sacco Territorial Social Healthcare
Companies (Vice Society) 
Hospital Centro de Andalucia (unk) 
Argentinian Health Services (LockBit)
Obra Social Seguros (Vice Society) 
Local Health Authority 3 Naples South (54bb47h) 
Health Protection Agency Insubria (BlackByte) 
SaludTotal EPS-S (Vice Society) 
Clinica Integral de Emergencias Laura Daniela (Snatch) 
Local Health Authority of City of Turin (unk) 
GHT Coeur Grand Est. Hospitals (Vice Society) 
Hospital San José, Las Palmas De Gran Canaria (LockBit)
Magnachem (BianLian) 
Galencia Pharmaceutical Laboratories (LockBit) 
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Figure 3. Hive blog 

Figure 4: Vice Society ransom note 

https://www.suspectfile.com/what-real-risks-are-there-for-a-victim-of-a-ransomware-attack-when-negotiating-a-ransom/
https://www.asst-fbf-sacco.it/news/info/avviso-attacco-ai-sistemi-informativi-aziendali
https://www.databreaches.net/argentinian-health-services-plan-hit-by-lockbit/
https://www.databreaches.net/four-ransomware-attacks-on-non-u-s-medical-entities-did-anyone-get-notified/
http://www.aslna3sud.it/2022/COMUNICAZIONE%20NEWS%20HACKER.pdf
https://netorg10954121-my.sharepoint.com/:w:/g/personal/kstear_redsense_com/ESOrddiaYJNEl5l2tR9IND8B7xKHn0d0OaYaN5yqnWtoNw?e=HzyZYN
https://www.databreaches.net/four-ransomware-attacks-on-non-u-s-medical-entities-did-anyone-get-notified/
https://www.databreaches.net/four-ransomware-attacks-on-non-u-s-medical-entities-did-anyone-get-notified/
https://www.aslcittaditorino.it/wp-content/uploads/2022/08/%20Update-29-agosto-Avviso-ai-cittadini-a-seguito-di-attacco-informatico.pdf
https://blog.sosordi.net/2022/04/ght-coeur-grand-est-confirmation-dune-cyber-attaque-depuis-le-19-avril-2022.html/vice-society_ransomware_ch-castelluccio
https://www.databreaches.net/four-ransomware-attacks-on-non-u-s-medical-entities-did-anyone-get-notified/
https://twitter.com/ransomwatcher/status/1564905103030718464
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d. Italian hospitals have seen prolific ransomware impact thus far in 2022 

4.Reporting from U.S. Health and Human Services (HHS) publicly expose impact of ongoing threats 
a.August 29, 2022 - Evil Corp Threat Profile - PDF* 
b.August 24, 2022 - Karakurt Threat Profile Analyst Note - PDF* 
c.HHS Breach Tool 
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Figure 5. Impacted Italian Hospitals 

Figure 6. Aug 2022 breach notifications

https://www.hhs.gov/sites/default/files/evil-corp-threat-profile.pdf
https://www.hhs.gov/sites/default/files/karakurt-threat-profile-analyst-note.pdf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf


ABOUT US
Red Sense, LLC is a veteran-owned small business (VOSB), that monitors and tracks significant events 
and forces within the Security space in order to provide our customers with deep insight into the myriad 
of new technologies, threat actors, software vulnerabilities and exploits, and sometimes suspect vendor 
sales pitches.  RedSense offers vendor-agnostic and objective counsel to help address the evolving 
Security and Intelligence spaces.
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5. Conti assets have either landed with previous affiliates (karakurt) or sparked new ransomware 
gangs (blackbasta, blackbyte, quantum), and “Medical targets pay very well”

6.BONUS - new cyber extortion groups targeting healthcare continue to emerge 
a. 'Bl00dy’ ransomware group hits New York (U.S.) medical practices and openly recruits 
b. ‘Agenda’ ransomware group targets overseas medical sector 
c.Daixin hits Missouri’s Fitzgibbon Hospital 
d.North Korean State-Sponsored Cyber Actors Use Maui Ransomware to Target the 

Healthcare
e.Monarch NC, mental health services hit by new ransomware group ‘D0N#T__::LEAKS::’ 
f. LionKebab threat actors looking to ransomware Chinese infrastructure? 
g.Extortion and ransom won’t go out of style while soft lucrative targets persist 

Industry ‘experts’ and other proponents of ‘ransomware is on the decline’ take note; Healthcare Industry 
specific observations offer evidence that the ransomware threats are still very real.   
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Figure 7. Quantum ransomware notification 

https://www.redsense.com/publications/story-of-conti
https://www.redsense.com/publications/blackbasta
https://www.databreaches.net/new-york-medical-practices-hit-by-bl00dy-ransomware-gang/
https://www.databreaches.net/mo-fitzgibbon-hospital-hit-by-ransomware-sensitive-data-leaked/
https://www.cisa.gov/uscert/ncas/alerts/aa22-187a
https://www.redsense.com/publications/lionkebab



